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Introduction

7-Zip is an application that allows you to:

e Compress a file — for example a file that is 5MB can be compressed to 3MB

e Secure the contents of most file types by protecting it with encryption

e Combine multiple MS Office documents into one folder, as an easy alternative to encrypting
many documents individually

Other encryption options:

Microsoft Office:

It is recommended that Microsoft Office encryption should be used for any Office file. Also, the contents
of other file types, such as images, can often be copied and pasted into Word or PowerPoint more easily
than using 7-Zip. PDF files created using the “Save as pdf” function in Word also have an encryption
function. Further information on how to use Microsoft Office for encryption can be found here
http://documents.manchester.ac.uk/Doculnfo.aspx?DoclD=9622

Adobe Acrobat Pro:

PDF files can be created and encrypted using Adobe Acrobat Pro which is available for a fee from the
Electronic Software Delivery System:

http://www.software.itservices.manchester.ac.uk/

Other applications may be able to generate and encrypt files, but these have not been robustly tested
and cannot be recommended. For example PDF-Xchange must not be used to encrypt documents
as they can be opened without a password on devices with Apple operating systems. Where third-
parties, who provide data to the University (eg for research projects), explicitly require alternative
encryption methods to be used, you should contact IT Services for further advice.

Further encryption advice can be found here:
http://www.itservices.manchester.ac.uk/secure-it/encryption/

REMEMBER THAT SENSITIVE DATA TO BE SENT BY EMAIL MUST BE PUT IN AN ENCRYPTED
ATTACHMENT AND THE PASSWORD CONVEYED TO THE RECIPIENT BY A DIFFERENT ROUTE.

7-Zip is included in the standard University Windows 7 image, so you shouldn’t need to
download/install the software onto your computer. If you are using any other image you may require
administrator permissions on your PC to install 7-Zip. Please contact IT Support if you don’'t have
administrator rights and arrange for the software to be installed for you. Once 7-Zip is installed it can
be used to compress or encrypt files on your PC without the need to have administrator permissions.

For information, instructions on how to download the software can be found in Appendix A.

Further information with regards to securing data can be found via the following

website:  http://www.itservices.manchester.ac.uk/secure-it/
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Compress/encrypt individual files

7-zip can be located via: Start=All Programs>7-Zip>7-Zip Manager.
However you will be shown a different way to use the application which is considered easier to use.

1. Right-click on the file you want to compress/encrypt and you will see the 7-Zip option. This
is where you will find most of the functionalities of 7-Zip.

» Test Folder ~ |+ || Search Test Folder el
Organize W open ~ Print Burn New folder = > [ 9

- Favorites Name Date modified Type Size

I Desktop ‘Mj test document.docx Open icrosoft Word D.., 18 KB

I+ Downloads 1] test PowerPoint.pptx B icrosoft PowerP.. 280 KB

PP Edit

= Recent Places New
.~ Libraries 7-Zip 12 ) Open archive

. Documents Open with ¢ Open archive

£ Music Scan for threats... Extract files...

&, Pictures Extract Here

;, Podcasts
!, Videos

& Computer
& 05 (C)
= rsd (\\ss7.ds.man.ac.uk\vol3) (F:)
< csistgdrive (\\ds.man.ac.uk) (G:)
= Removable Disk (H:)

2. To encrypt a file right-click on the file,

Open
Edit
New
Print

Restore previous versions

Send to L
Cut

Copy

Create shortcut
Delete
Rename

Extract to "test document\”

Test archive

Add to archive...

Compress and email...

Add to "test document.7z"

Compress to "test document.7z" and email
Add to "test document.zip”

Compress to "test documentzip” and email

Properties [

select 7-Zip and then select Add to archive....

C 7zip

) Open archive

Open with

U Scan for threats..

Send to

Cut
Copy

Restore previous versions

o

Open archive
Extract files...
Extract Here

L Test archive

Extract to "test documenty”

( Add to archive...

)

Compress and email...

Add to "test document.7z"
Gremie e Compress to "test document.7z" and email

Eele‘[e Add to "test document.zip”

ename . .
Compress to "test document.zip” and email

Properties [

3. The default name of the Archive file will be the same as the file name. You can change the
name by overwriting the existing name in the Archive field.

Archive:
q_-his i5 a test document

> 7 [l
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4. Itis important that you ensure that the Encryption method is “AES-256". The
remainder of the fields can be left at the default. Enter a password in the relevant field. IT
Services recommend the use of a pass-phrase which for encryption purposes should be a
minimum of 20 characters.

@ The strength of a pass-phrase is critically dependent on its length, the range of characters

used (upper/lower case letters, numbers, special symbols) and how randomly they're put
together. Longer pass-phrases constructed in this way are more resistant to what is termed
a ‘brute-force attack’. You will then be required to re-enter the password.

@ Please refer to the following link for further information and guidance.
http://documents.manchester.ac.uk/Doculnfo.aspx?DoclD=9149

Adkd to Archive o
Archeve
Thes 15 a 1est document -
| Archres format 7z - Uipdale mode
Add and replace files -
Compriassion vl Moamal -
Opboms
Campression mathod LIMA - Cremta SFX sachive
Dictionary size: 16 MB - Compress shated filas
Word size 2 - Encrypson
Salid Block size 2G8 - Enter password

Reentar password

Memaory usage for Compressing 152 MB

Mumber of CPU threads 2 - 14

Mamory usage for Decomprassing 18 MB Show Pasawoid
Splitio volumes, bytes neryphon mathod AES-256 -
o Encrypt file namas
Parameters
| OK Cancel Help

5. You can click to Show Password to check that you have spelt the password correctly. If
you do click this button, once you have checked the password be sure to un-check Show
Password.

Encryption

Enter password:

Reenter password:

S

@how Password
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6. Click OK to continue.
@ Do not use your central University password as a password for 7-Zip.

@ Make sure you remember your encryption password.
If you lose or forget it you will have to re-compress/re-encrypt the original file.

@ Further information with regards to securing data can be found via the following
website http://www.itservices.manchester.ac.uk/secure-it

7. The compressed/encrypted file is now displayed and available to be sent as an email
attachment. The original file will be left in the same format on your computer

@ The extension of the file has changed to ‘7z’ and the file size has decreased.

Name Date modified Type Size
(| Thisis a test document.7z_) 7Z File
ﬂj test document.docx Microsoft Word D...
2] test PowerPaint.pptx Microsoft PowerP... 280 KB
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Email compressed/encrypted files

1.

2.

3.

Page 8

Once the file has been compressed and encrypted you will need to open Outlook.
Enter the recipient’s email address and subject.

Then attach the ‘77’ file.

2ild 9o 0= w Test Email - Message (HTML) - Jors [T e
| Message  Insert  Options  FormatTest  Review v @
To. | | ILServcesTraming;
==
c
send ¢
Subject: Test Email

Attached: This is a test document7z (22 KB

=0

Please ring me on Ext:- 1234 to find out the password to decrypt the file.

Continue to enter the contents of the email before sending.

@ Do not include the password to decrypt the file within the body of the email.

@ A separate communication (not email) to notify the recipient of the password is

essential. Relaying the password by phone is an ideal way to keep the password
separate from the encrypted file.
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Decrypt an encrypted file

1. To permanently decrypt a file, right-click on the file, select 7-Zip and then select Extract
Here from the 7-Zip sub-menu.

Open [ =
7-Zip D Open archive
Open with 4 Extract files...

U Scan for threats... C Exbiacthlere )

Extract to "This is a test document\”

Test archive

Send to % Add to archive...

Cut Compress and email...

Add to "This is a test document.7z"

Compress to "This is a test document.7z" and email
Add to "This is a test document.zip”

Restore previous versions

Copy

Create shortcut
Delete

Rename

Compress to "This is a test documentzip” and email

Properties

2. Enter the password when prompted. The file will be restored back to its original filename and
icon. You can then work with the file as you would do normally.

Enter password -

Enter password
- D

Show password

This is a test This is a test
- - _"7 —~ - -
( a7 ) | E— | document./z documentdo

X

(D Encrypted files can also be extracted using other popular zip applications such as Winzip and

WInRAR, should the recipient already have one of these alternative applications installed on
their computer.
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Create a self-extracting encrypted file

In this example you will encrypt a single file into a self-extracting archive which means that the
recipient will not need to have 7-Zip installed on their PC.

1. Right-click on the file you want to compress/encrypt and you will see the 7-Zip option. This
is where you will find most of the functionalities of 7-Zip.

b
v | +¢ ll Search Test Folder el
Organize W open ~ Print Burn New folder = > [ 9
- Favorites Name Date modified Type Size
I Desktop ‘Mj test document.docx Open icrosoft Word D.., 18 KB
I+ Downloads 1] test PowerPoint.pphc Edit icrosoft PowerP.. 280 KB
= Recent Places e
w~ Libraries \_7-Zip ¥ ) Open archive
*. Documents Open with L3 Open archive L2
£ Music U Scan for threats.. Extract files...
& pi Extract Here
& Pictures i :
7 Restore previous versions BXtract o/ testdocumenty:
+. Podcasts
i Send to * Test archive
!, Videos .
Cut Add to archive...
Copy Compress and email...
s Computer 3 h Add to “test document.7z"
& 05(C) Dra;aie Sorai Compress to "test document.7z" and email
elete .
= rsd (\\ss7.ds.man.ac.uk\vol3) (F:) 5 Add to "test document.zip”
< csistgdrive (\\ds.man.ac.uk) (G:) il Compress to "test documentzip” and email
< Removable Disk (H) Liopete |

2. To encrypt a file right-click on the file, select 7-Zip and then select Add to archive....

Open
Edit
New
Print
C 71-Zip ) Open archive
Open with + Open archive +
U Scan for threats.. BdEaiples
. . Extract Here
Restore previous versions Extract to “test document\”
Send to L Test archive
Cut C Add to archive... )
Copy Compress and email...
Add to "test document.7z"
Greae disie Compress to "test document.7z" and email
eleg Add to "test document.zip”
ez Compress to "test documentzip” and email
Properties |

3. The default name of the Archive file will be the same as the file name. You can change the
name by overwriting the existing name in the Archive field.
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4. Tick the box for Create SFX archive. If this is grey out (not selectable), then ensure that
the Archive format is set to 7z. You will notice that the file name changes from eg ‘testfile.7z

to ‘testfile.exe’

Dictionary size:

Add to Archive

16 MB hd

|| Create SFX archive

ij Compress shared files

Add to Archive e S
- —
Archive:
testdocument 7z -
Archive format: Tz v| Update mode.
[Add and replace files V|
Compression level Normal vl
Options
Compression method: |LZMA V|

Archive:
test document exe

Archive format
Compression level
Compression method:

Dictionary size:

{72 v| Update mode
IAdd and replace files - |
Normal v|
Options
LZMA -

[V] Create SFX archive

Vj Compress shared files

The remainder of the fields can be left at the default. Enter a password in the relevant field.

IT Services recommend the use of a pass-phrase which for encryption purposes should be a

minimum of 20 characters. The strength of a pass-phrase is critically dependent on its

length, the range of characters used (upper/lower case letters, numbers, special symbols)
and how randomly they're put together. Longer pass-phrases constructed in this way are
more resistant to what is termed a ‘brute-force attack’. You will then be required to re-enter

the password.

Add to Archive

Archive

test documentexe

Splitto volumes. bytes:

Parameters:

Update mode

Archive format ﬁ
Compression level:
Compression method: LZMA -
Dictionary size
Word size: 32 v
Solid Block size: 2GB v
Number of CPU threads: /4
Memory usage for Compressing 192 MB
Memory usage for Decompressing: 18 MB

[Add and replace files

Options
Create SFX archive

["]compress shared files

Encryption

Enter password:

Reenter password

["]show Password

Encryption method:

[ Encryptfile names

OK ] [ Cancel

Help
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6. You can click to Show Password to check that you have spelt the password correctly. If
you do click this button, once you have checked the password be sure to un-check Show
Password.

Encryption

Enter password

Reenter password

®huw Password

7. Click OK to continue.

@ Do not use your central University password as a password for 7-Zip.

@ Make sure you remember your encryption password.
If you lose or forget it you will have to re-compress/re-encrypt the original file.

(D Further information with regards to securing data can be found via the following
website http://www.itservices.manchester.ac.uk/secure.it

8. The encrypted file is now displayed and available in the same location as the original file to
be sent as an email attachment. The original file will be left in the same format on your
computer.

MName Date modified Type Size
test documen Application
7 test document.docx Microsoft Word D...

@ The extension of the file has changed to ‘exe’ and the file size has increased.

9. Most email systems prevent the transmission of executable files (.exe). Therefore, you will
now need to either rename the file, changing the .exe suffix to something else, or create a
zip file to contain the encryption file. However some mail systems also prevent the
transmission of zip files which contain executables and you may need to check with the
recipient.

10. To zip the file, right-click on the file ending ‘.exe’ (in this example it is test document.exe)

-~

Name
test document.exe
= W 1 Open

“ Run as administrator
Troubleshoot compatibility
7-Zip 4
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11. Select 7-Zip and then from the submenu Add to ‘test document.zip’ .

Name Date modified Type Size
est document.exe Application KB
test d t T 8 : t 181
¥ test document.dog 4 Run as administrator B4 Microsoft Word D... 25 KB
Troubleshoot compatibility
C 7-Zip D Open archive
|
W Scan for threats.. Epenlaichive i’
Extract files...

Pin to Taskbar
Pin to Start Menu
Restore previous versions

Extract Here
Extract to "test document\”
Test archive

Send to b Add to archive..
Cut Compress and email...
Copy Add to "test document.7z"

Compress to "test document.7z" and email
Add to "test document.zip” )
Compress to "test document.zip” and email

Rename
12. A generic archive file will now have been created in the same location as the original and the
executable file.

Create shortcut C__
Delete

J g (Wis

test test test
documentzip document.exe document.docx

The zip file contains a copy of the self-extracting file which Windows can open without any
additional software being required. This zip file can now be emailed.

13. Please refer to Page 8 and follow the instructions on how to email an encrypted file including
an attachment.
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Decrypt/un-zip a file

The example shown below is based on using a piece of software called WinRAR. However, there is
other software available to use.

1. Save the attachment to a safe location on your computer.

R
o

test
documentzip

2. When the download completes right-click on the file and then select Extract Here from the
WIinRAR menu.

B Extract files...
Extract Here
| B Extract to test document\,

3. Enter the password to de-crypt the file then click OK.

e ) )
0% Extracting = =] X
Elapsed ime 00:00:13 Total size 21kB
Remaining time Shoad
Files: o - 5
Compression ratio: Enter password &l size:

Enter password

i

[~ Show password

oK Cancel I

Background ] Pause ‘ Cancel l

4. The file will be restored to its original filename and icon. You can then work with the file as

you would do normally.

Thisisatest Thisis atest
document.7z documnet.

0Cx
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APPENDIX A Downloading and installing 7-Zip

1. You can download and install 7-Zip via the following website:-
http://www.software.itservices.manchester.ac.uk/

2. Enter your central username and password then click LOGIN

s FAaTTT - s — — L SR R
m |12 haps e mancheneescukica o™ 3 v @ The Unvessit & 1| 3 The Unmersity at b

| & el
File Edit View Favorites Tools

Login Service

Sperste legin for Thie Uibieesity of Manchester websites and fadarated rewn
Please Login Lmportant Security Advice
Your IT Accounts and Online
Ledentity
, Eederated Access to Library
Resource:
e My Manchester

T .

11 atteiang and v itoemabon o6 Uneersty syssems. |
il compéy el af appicabie legriaton ad requizton.
Bobcis a0 procaderes of e Univarty |l osly wse i
iedorraabon i relabon 43 oy skerity dubes and St
1l ol hncicne any iorrnation IRat s sutpect 15
seabbong on dasenure

3. The Summary screen will be displayed if your login has been accepted. Click Search in the

‘Browse Software’ section on the left side of the page to display the search function of the
website.

Electronic Software Delivery System

Summary

‘Wielcoma to the University of Manchester Electronic Software Distribution System. This page presents general information, induding 3 summarny of
the saftwara you have downloaded from this system in the past

Your details

— )

Recent transactions:

Resclmmer | Pk | Seperisht notice | Acceagibebty | Fresdam of iformation

ot ctadhs | B
ffice of the Regatrac and Se

4. Type 7-Zip into the search field then click Search.

Electronic Software Delivery System

Search

All Software Please enter your search terms below:

By Category

G=w [ Search ] )
Search

Transaction History

..........
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5. Your search results should display a link to the recommended version of 7-zip. Click on the
link for product information and to download the software. The software comes in 32-bit and
64-bit versions. If you are unsure what version your computer is then contact your IT Support
department. You will then require 3MB of space on your computer hard drive to install the

software.

7-Zip works with: Windows 7 / Vista / XP

University home Choose 3 Quick Link [*]( Go | Search IT Services

Electronic Software Delivery System

All Software
By Category

Search

Transaction History

Summary

View Adverts
Create Advert

Search Results

You searched for '7-zip'.

« 7-Zip for Windows 32-bit
7-Zip is a file archiver with a high compression ratio....

( + 7-Zip for Windows 64-bit>

7-Zip is a file archiver with a high compression ratio....

Search again

6. Click Add to Basket link and then VIEW/CHECKOUT in ‘Your Basket' section on the right
hand side of the screen.

Page 16

MANCHESTER university home  [Shees cusues [EI[0a] Bee s (52
124
Electronic Software Delivery System

7-Zip for Windows 64-bit £ User details

2ystems funclions You are logeged in as
Manufacturer: I-Zip
Operating System: windows 98 and above
License Price: £0.00

Uriline Help

Email Us

Aexuunt Management

Logout

ndex

Avallable to: Staff and students

Medla type: MET Tnstaller % Your basket
Step 1 % Add to basket Your basket is currently
empty.

7-Zlp Is a file archiver with a high compression ratio. o —

% View/Checkout

High compression ratio In 7z format with LZMA and LZMAZ compression
Supported formats:
Packing [ unpacking: Tz, XZ, BZIP2, GZIP, TAR, ZIP and WIM

Unpacking only: ARJ, CAB, CHM, CPIO, CramFS, DEB, DMG, FAT, HFS, 150, LZH, LZMA, MBR, MSI, NSIS, NTFS,
RAR, RPM, SquashFS, UDF, VHD, WIM, XAR and 7.

For 2IP and GZIF formats, /-Zip provides a compression ratio that is 2-10 % better than the ratio provided by
PETip and WinZip

Strong AES-250 encryption in 7z and ZIF formats

Salf-axtracting capability for 7z format
Integration with Windows Shell

Powerful File Manager
Powerful command line version
Plugin for FAR Manager

Localizatlons for 79 languages
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7. Click Checkout now to confirm your order.

Electronic Software Delivery System

Your Basket

All Software

Quantity Price VAT Exemption Action
By Category :
Search 7-Zip for Windows 64-bit 1 £0.00 ] Remove

Transaction History

Summary Actions

Update basket
View Adverts Empty basket
Create Advert

8. Read the license agreement and tick the boxes to agree the terms and conditions.
Then click Continue.

iversity home  [Cresens Sk [SI8E] Seaen T Sovens 5

Electronic Software Delivery System

Checkout
Your licensas

By Categary Below s a llst of the software which you have requested, along with their license agreements and restrictions. Please confirm you have read and
agree to the terms of each license. You Mist agree to a8 the Eoense terms ta continue,

Tranaction Watteey 7-Zip for Windaws 64-bit

This in the licenss for this saltware. Plaase read this Rearss caralully,

Restrictions
Please Indicate that you have read and agree with the license below.
 Hansgemert agree to the license above

8 e and of financial yaar processas, any purchase you make of chargaable Adoba or Micraseét softwars price to minight on 4 July 2014

be recharged bo account codes In the current 2013/14 financial year, Purchases made after this deadiing will be recharged to accourt codes
in tha farthcoming 2014/15 Anancial yaar,

Usars

Wou have requestad | license, Plaase enter the icenses detals balow. You may add addtional icenseas and increment or decramant the

Ky gmrvice. uenber of licencis you assign tham by cheking bss or more, then brps in the rame of the sdditional licensmes.

Licensees Name
1

Click continue to complete the transaction and to proceed to download the software.

9. You are now presented with a link to download 7-Zip. Click 7z920-x64.msi link to save the
download file on your computer.

usiversity home (e s s (E1( ) v tenen ()

Electronic Software Delivery System

Your transaction is complate O user dotails

All Software ¥ou have ¥ " wour ion and 3 ian will be sant to you by e-mail. Plaase keap this o-  Tu are | in
mail for your records as it will also act as your Beence certificate. If you requested licences in mare than ona name, you

will receive multiple e-mails and you should pass these on to the appropriate licence holder for their records. If you do

not racaive an a-mail, please contact your service desk with the date and time of your transaction as shown belaw.

By Category

If you requested a VAT-exemption, please send a copy of your VAT exemption certificate covering this purchase by FAX
to 0161 275 6071 [or 56071 internally], marked for the attention of IT Services Admin. Please Include the transaction
1D number as shown in your confirmation e-mail. You need to send this within 24 hours. If we do not receive a copy of

your certificate, your transaction will not be VAT exempt and we will recharge you the full amount including VAT, ) Your basket
——— You may now aptisnally download your seftware or documantation by clicking the links below. Softwars which congists  Your basket is currently
. of multiple disks will have multiple entries. empty

Create Advert
Transaction details
This transaction was performed on 2014-07-30 11:17:21.

Online Help
rads 7-71p for Windows 64-hit

us Media

2 downloads remaining.

Agcount Mansgement

Legout
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(D An email will be automatically sent to you to confirm your order.

10. Double click on the msi file to start the installation and follow the default installation
instructions to install 7-zip on to your computer. You will need to click Next several times.
Click Finish to complete the installation.

1 7-2ip 820 (s eclition) Setup g e X 15 7-2ip 920 (464 edition) Setup & [
Welcome to the 7-Zip 9.20 (x64 edition) Completing the 7-Zip 9.20 (x64 edition)
Setup Wizard Setup Wizard

Chok the Finish bution to et the Setup Waard.

B 72920-x64.msi #

Help and Further Reference

Below is a list of relevant support contacts and links in relation to policy documents, advice and

training.

Training Documents and Advice http://www.itservices.manchester.ac.uk/secure-it/
7-Zip http://www.7-zip.org

IT Services Training Team (email) its.training@manchester.ac.uk
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