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Engagement and Impact with Business:
Data Sharing Policy Between IBIC and EPSRC


Introduction

This policy provides a framework and guidelines for the sharing of data and publishing of analysis about the business engagement activities of the Industrial Biotechnology Innovation Catalyst (IBIC).  The EPSRC is IBIC’s major funding partner.  As such EPSRC has an interest in the analysis and communication of its investment in IBIC as it relates to business engagement and impact.

1. Purpose

1.1 This policy governs the sharing of data and communication of the results of data analysis about the business engagement activities between IBIC and the EPSRC.
1.2 The policy ensures compliance with the Data Protection Laws (as defined within this Policy) and the University’s information governance policies and provides a framework for using information tools (such as Excel, Power BI) for both internal use and public dissemination of the location-based impact assessment results. 

2. Scope

2.1 This policy applies to all individuals and entities involved in generation, analysis, visualisation, publishing, and dissemination of results related to the IBIC business engagement impact data.
2.2 The categories of businesses/organisations engaged with include spinouts, SMEs, and large enterprises.
2.3 Data may be shared of a nature that supports the analysis and evaluation of IBIC’s business-related reach and impact. 
2.4 The tools to be used for the impact data generation, analysis and visualisation/dashboard creation include but are not limited to Microsoft Excel, mapping software and Power BI.  
2.5 Data should be supplied to EPSRC in a format to allow analysis with Excel spreadsheet software and mapping software.  
2.6 EPSRC will endeavour to use the data supplied to produce location-based analyses, including static and dynamic mapping of IBIC’s business engagement and impact to different International Territorial Levels across the UK.
2.7 Outputs from EPSRC’s analyses will be shared with IBIC for their internal and external use.  




3. Roles and Responsibilities

3.1 It is the responsibility of all individuals and entities involved in the conduct of data sharing and analysis of data to adhere to this Policy. 
3.2 It is the responsibility of IBIC’s management team to approve the level of granularity of the data and/or information to be published externally, and to ensure compliance with this Policy. 
3.3 It is the responsibility of authorised personnel at the entities involved to foster a culture of data protection awareness to ensure all stakeholders understand their roles in maintaining confidentiality and compliance. 
3.4 It is the responsibility of relevant personnel to share insights from analysis of the data with relevant IBIC partners to encourage internal and cross-institutional collaboration while adhering to data protection guidelines. 
3.5 It is the role of the EPSRC to ensure that no commercially sensitive company information, or any company names, are included in any publication issued by EPSRC without prior permission.  

4. Internal Publishing Guidelines

4.1 Authorized Access: Location based impact dataset, Power BI and visual/dashboard backend and reports may be accessed by authorized personnel within EPSRC who require the information for their roles. 
4.2 Data Confidentiality: Ensure the confidentiality of the data, particularly commercially sensitive data or personal data by restricting access to individuals with a legitimate need to know. Commercially sensitive data shall not be shared unless the commercial entity has been notified of the possibility of their data being shared in the manner set out in this policy. Personal Data (as defined in the UK Data Protection Laws) shall not be shared unless an appropriate data sharing agreement is in place. For the avoidance of doubt, sharing of business email addresses in the course of legitimate business activity is not considered to be a share of Personal Data. 
4.3 Information Granularity: Analysis of the data shared may be published internally to identify impact hotspots within the UK, particularly the north-west, for insights, and to assist with evidence-based decision making.

NB: The term ‘Data Protection Laws’ in this Policy shall mean the UK GDPR and the Data Protection Act 2018. The UK Data Protection Laws define personal data as any information relating to an identified or identifiable natural person (‘data subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person. This information is often referred to as person identifying information (‘PII’) by the University and for the purposes of this Policy should be considered to have the same meaning as ‘personal data’ as defined by the legislation.

4.4 Data Ownership: Clearly define data ownership responsibilities to ensure accountability and proper handling. 





4.5 Internal Collaboration: Internal collaboration should be encouraged by sharing results of analysis within relevant partner universities while adhering to data protection guidelines and the Data Protection Laws. 

5. External Publishing Guidelines
5.1 Approval Process: Approval from designated authorities should be explicitly obtained before publishing any visual results externally. Designated authorities in this context refers to the IBIC management team.  
5.2 Data Anonymization: Prior to external publication, ensure that personal data and commercially sensitive business data is fully anonymized or removed to prevent identification. No business or company names shall be published externally without explicit consent of such company. 
5.3 Compliance with Regulations: Adhere to all relevant Data Protection Laws and any data protection regulations, ensuring that the publication complies with GDPR and other applicable ethical guidelines governing data usage. 
5.4 Data Transparency: The objective, methodology, assumptions, data sources, and any limitations associated with the data analysis should be clearly communicated to maintain transparency. 
5.5 Stakeholder Communication: All relevant stakeholders should be informed about the planned external publication and feedback gathered when necessary. 
5.6 Publishing Medium: Following the approval from designated authorities, the results of analysis may be published or made accessible to the public through official channels such as the IBIC or other websites, ensuring that information is presented in user-friendly formats.

6. Data Security and Privacy 
6.1 Encryption: Secure methods, including encryption, should be utilized when transmitting or sharing data internally or externally. 
6.2 Access Controls: Access controls should be implemented to prevent unauthorized individuals from accessing or altering the published visual results. 
6.3 Data Retention: The retention period for published results should be defined while ensuring adherence to data retention guidelines. 

7. Timeliness and Frequency
7.1 Aim to publish the results of analysis in a timely manner to maximize their relevance and impact. 
7.2 Frequency: The frequency of the location-based data generation, assessment and publishing will be determined by EPSRC, based on their financial year (01 April to 31 March). 
7.4 All relevant personnel should be made aware of the frequency of updates to ensure timely execution of the assessment process. 

8. Monitoring and Compliance 

8.1 Regular Audits: Audits may be conducted to ensure compliance with internal and external publishing guidelines.  





8.2 Security Updates: Stay informed about the latest security updates and implement them promptly to address potential vulnerabilities. 

9. Policy Review and Updates 

9.1 The purpose and scope of the policy may be revisited and updated as necessary to align with changes in regulations, business processes, technology or organisational priorities.  
9.2 9.2 Any updates or revisions to this policy shall be communicated promptly to all relevant stakeholders.
9.3 Both parties will endeavour to adhere to this policy while data sharing is of mutual benefit in the context of overall monitoring requirements.  
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