POST 1: Title: Studying in the UK? Please be aware of UK legislation and common scams
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TO'STOP FRAUD

To all our friends going to the UK to study this year - we wish you the best of luck and are confident
that you will have a truly GREAT time.
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The UK offers international students an academic experience that is very hard to beat. For Chinese
student in particular, it is one of the most popular destinations for studies. In the year to June 2022,
115,056 sponsored study visas were granted to Chinese nationals, accounting for nearly a quarter of
the global total.
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The Chinese Embassy in the UK estimates more than 200,000 Chinese students are currently enrolled
at British universities. Chinese students are also the largest cohort of foreign students in Britain,

accounting for 1 in 5 full-time places.
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To ensure you have the most rewarding experience, we want to make sure that you are aware of UK

laws and regulations and common scams.
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UK money laundering legislation
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The UK remains one of the safest and most popular places for Chinese students to achieve their
potential. However, criminals in the UK are trying to recruit students as Money Mules to help place
their proceeds of crime in to the UK banking system. This illegal cash is often derived from major
crimes like terrorism and drug trafficking. Being a Money Mule is illegal. You could be: dismissed from

university; go to prison for up to 14 years; get a criminal record; have your UK bank account closed.
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e NEVER allow anyone else to have control of your bank account, either whilst in the UK or after
you have left
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e NEVER let anyone else transfer money through your bank account
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e NEVER open a bank account in your name on behalf of someone else
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e NEVER use your bank account to help strangers transfer money from China to the UK
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If you think that someone is trying to recruit you as a Money Mule, please report it to the charity
Crimestoppers anonymously (Chinese translation service available upon request).
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CrimeStoppers.
0800 555111

100% anonymous. Always.

Common scams
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A small minority of students in the UK are also falling victim to telecoms frauds. The most common
scam is that a scammer will call you pretending to be from the Police or Prosecutors in China. They will

tell you:
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e You are under investigation for a crime in China and a warrant has been issued for your arrest.
fRAEr E U AR S22 A, JF BRI E At e gk

e You must not tell anyone about the call and not return to University or your home.
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e You must go to a hotel and pretend to be tied up and injured.
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e You must send a photograph to your parents and ask them for money.
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Criminals are experts at impersonating people, organisations and the police. They spend hours
researching you for their scams, hoping you’'ll let your guard down for just a moment.
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Stop: Take a moment to stop and think before sending any money to someone you don’t know.
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Challenge: Could it be fake? It's OK to reject, refuse or ignore any requests. Only criminals will try to

rush or panic you.
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Protect: Contact the UK Police immediately on 999 and do not send any money.
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If you think you've fallen for a scam report it to ACTION FRAUD by calling 03001232040 or online
at: https://www.actionfraud.police.uk . You can also contact Consular Services at the Chinese Embassy
in the UK on: +44-20-74368294.
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The UK and China are working together to combat these scams. More information is available on the

UK Finance’s website and the Chinese Embassy’s websites:
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e Money Mules 32 -_https://moneymules.co.uk/tips/

e Guard against "virtual kidnapping" B “mRF2” J)si- http://gb.china-
embassy.gov.cn/chn/Isqw/201806/t20180606_3277886.htm

o Identify fraudulent calls ¥l VES I/ NETS - http://gb.china-
embassy.gov.cn/chn/lsqw/202106/t20210608_9036721.htm

e Telecoms frauds M#%{5 BVESRILTE LR - http://gb.china-
embassy.gov.cn/chn/lsqw/202105/t20210527_9036711.htm

Please stay safe and we wish you all the best on your new adventure in the UK and for all your future

endeavours!
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https://www.actionfraud.police.uk/
https://www.actionfraud.police.uk/
https://moneymules.co.uk/tips/
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POST 2: Weibo retweet:

The UK is a GREAT place to study and the vast majority of students in the UK enjoy a positive, life-
changing experience. However, a small number of students in the UK are falling for telecoms fraud
scams and others are being asked to hand over their bank account details to criminals to launder
proceeds of serious crimes.
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Letting someone else use your bank account is illegal and you could receive a criminal record in the
UK. If you have been targeted, report what you know to the charity CrimeStoppers on 0800 555 111.
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Please be cautious of those who call your mobile number and claim to be from the ‘authorities’. If they
ask you to pay money and reveal personal information, take a moment to STOP and think. It's OK to
ignore unknown calls, and refuse demands for money. If you need help, contact the UK Police
immediately on 999 and do not send any money.
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