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Student iPad Certificate Re-install Procedure

Introduction

These instructions have been prepared, for situations when the University Certificates (or Profiles)
configured on the iPad have expired, which then requires the manual installation of new Certificates
onto the iPads.

IMPORTANT: These instructions must only be performed when advised to do so, by Faculty IT.
The process is in 3 quick stages, as follows:
A) The correct naming of the iPad.

B) Removal of old profiles.
Q) Installation of new profiles.

Pre-Requisites

e Wireless Internet connection on the iPad

Your iPad must have an active wireless internet connection.

NOTE : The screenshots in this document have been taken on an iOS5 ipad. For, those who have
updated to i0S6, layout of the options should be the virtually identical or very similar.
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A) IPad Renaming

1) Select the Settings icon on the main screen to be taken to General settings screen.

) FacoTime

2) Select the About option and then select the Name option.

Settings General
Airplane Mode OFF
=g >
& wiri UoM_WIFI ot
@ ven o Software Update >
sage >
(& Notifications Y
g Location Services On Sounds >
“ Brightness & Wallpaper
) >
Picture Frame Nebwork
EECE
General
p - >
Q iCloud iTunes Wi-Fi Sync
I} Mail, Contacts, Calendars Spotlight Search >
£ Twitter
@ Face’ Auto-Lock 2 Minutes >
>
%' Safari Passcode Lock On
Restrictions off >
a Messages
w Music Use Side Switch to:
S Vide Lock Rotation
L8 P Mute v
-
Multitasking Gestures n )
‘QJ Store Use four or five fingers to:
* Pinch 1o the Home Screen
+ Swipe up 10 reveal multitasking bar
- Swipe left or right between apps
Date & Time >
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Settings General Settings @ About

Airplane Mode [ OFF Airplane Mode [ OFF
& we o | A | G - ey
& otifications S IS ’ &) notifications songe o
{4 Location Services on| | Vease ’ {4 Location Services Sl [ =
§dl Brightness & Wallpaper — > & Brightness & Wallpaper Photos s
R Capacity 13.8GB
B Generat petwerk i’ Available 136 GB
& icloud Bluetootn o Version 5.1.1 (9B206)
J__} mail, Contacts, Calendars s ’ |} Mail, Contacts, Calendars i e
3 Twitter Spotlight Search > £ Twitter Serial Number DN6HIEZBDFHW
@ FaceTime (@ FaceTime Wi-Fi Address E0:B9:BA'B4:CA68
(44 satar AuterLock Fttes > 74 safari Bluetooth E0:B9:BA:B4:CA69
a Messages Passcode Lock off > a Messages
it Restrictions off > i Music Diagnostics & Usage >
£ video Use Side Switch to: & video Legal Notices >
.8/ Photos Lock Rotation R License 5
— Notes Mute v — Notes Regulatory >
@ 50 Multitasking Gestures [ on @) @ Store

Use four or five fingers to:

« Pinch 10 the Home Screen

- Swipe up 1o reveal multitasking bar

* Swipe left or right between apps

Date & Time >
e —
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3) Check to see your iPad is named with your full name. If not, delete the current name by
selecting the X option and re-name the ipad with your full name, for example Steven Paul
Job ’s iPad.

IMPORTANT: The ipad must be named this way so we can identify it on our system.

Settings @ Name Settings @ Name
Airplane Mode () oFF Airplane Mode =) OFF
& wir o iPad & wiri eduroam "First name" "Last Name" 's iPad
Notifications Notifications
{4 Location Services on {4 Location Services on
§d Brightness & Wallpaper & Brightness & Wallpaper
@ Picture Frame @ Picture Frame
& icloud & icloud
I} Mail, Contacts, Calendars 1.} Mail, Contacts, Calendars
ﬁ Twitter a Twitter
'@ FaceTime \@| FaceTime
74 safari 74 safari
G Messages G Messages
ﬂ Music ﬂ Music
#2 video #2 video
'#_ Photos % Photos

4) Select Done on the keypad to set the name.

Settings @ About
Airplane Mode (7Y oFF
& wir oditoam Name "First name" "Last Name" ‘s iPad. >
Notifications Songs 0
{54 Location Services o . =
u Brightness & Wallpaper Photos. 5
@ Picture Frame Capacity 13.8GB
© icloud Version 5.1.1(98206)
I} Mail, Contacts, Calendars Modal MC7698
a (eI te Serial Number DNGHIEZBDFHW
@ FaceTime Wi-Fi Address £0:89:BAB4:CA68
B2 satari Bluetooth E0:B9:BA:B4:CA:69
G Messages
ﬁ N Diagnostics & Usage >
g Video Legal Notices >
/8. Photos License >
- otes Regulatory >
Lﬁj Store
T —
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B) Old Profiles deletion

5) Select the Settings icon on the main screen to be taken to General settings screen.

) FacoTime

Settings General
Airplane Mode OFF
=g >
& wiri UoM_WIFI ot
@ ven o Software Update >
sage >
(& Notifications Y
g Location Services On Sounds >
“ Brightness & Wallpaper
) >
Picture Frame Nebwork
EECE
General
p - >
Q iCloud iTunes Wi-Fi Sync
I} Mail, Contacts, Calendars Spotlight Search >
£ Twitter
@ Face’ Auto-Lock 2 Minutes >
>
%' Safari Passcode Lock On
Restrictions off >
a Messages
w Music Use Side Switch to:
S Vide Lock Rotation
L8 P Mute v
-
Multitasking Gestures n )
‘QJ Store Use four or five fingers to:
* Pinch 1o the Home Screen
+ Swipe up 10 reveal multitasking bar
- Swipe left or right between apps
Date & Time >

6) Select the Profiles option where you will see 3 listed.
Settings General Settings @ Profiles
—— Bluetooth On > —
& Airplane Mode OFF Airplane Mode OFF
o iTunes Wi-Fi Sync > — P
a Wi-Fi Not Connected a Wi-Fi Not Connected o Trust Profile for University of Manchester>
4 ven ") OFF 2| ven (Y orr
o C Spotight Search > bl , [ Remote Manegement
(& Notifications (& Notiications B Unwversty of Manchester
Auto-Lock 2 Minutes > 5
u Location Services On e “ Location Services On sh'm“" for MMS-G2014SM >
- Passcode Lock on > - . :
§d Brightness & Wallpaper § Brightness & Wallpaper
Restrictions Off >
Picture Frame Picture Frame
Lock Rotati
& icloud oc on & iCloud
= Mute v =
I} Mail, Contacts, Calendars \_.} Mail, Contacts, Calendars
£ Twitter Multitasking Gestures [ on @) £ Twitter

mgqq‘ FaceTime
74 safari
a Messages
& Music
#2 video
8 Photos

== Notes

| store

Use four or five fingers to:
* Pinch to the Home Screen

+ Swipe up to reveal multitasking bar
* Swipe left or right between apps
Date & Time

Keyboard

International

Accessibility

Profiles

Reset

3 Installed >
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7) Tap on the Remote Management Profile and select Remove.

8)

& icloud

Mail, Contacts, Calendars
£ Twitter

l®. FaceTime

% Satari

ﬁ Messages

& Music

#2 video

8. Photos

—

 Notes
Slun

Settings < Profile
Airplane Mode (| OFF |
Remote Management
& wiri Not Connocted | ISEMATH (nvrot ot oo
@ VPN _J) OFF) e Not Verified [“Remove |
Notifications Descripiion Allows the server o manage
Signed mdm.mhs man.ac.uk Code
H Location Services On Signing Cerliicate
= Received 30ct 2012
“ R A REs B Contains SCEP enroiment request
Mobile Device Management
Picture Frame
More Details >

Select Remove on the pop-up box and enter your passcode when prompted. Select Done to

proceed.

The Remote Management profile will then be removed along with your Sector profile
automatically, leaving just the Trust Profile.

Cancel

—
Remove
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Settings Profies Profile
g L=
& Airplane Mode OFF
Remote Management
& wiFi Not Connected University of Manchester
@ ven o) | | N ot verinea
g Notifications Description Allows the server to manage
your device.
a Location Services On Sgred g:';’;'z'om’:""c"“
'g Bri & Wall Recelved 3 Oct 2012
ghtness & WeNpaper Contains SCEP enrolment request
Mobile Device Management
Picture Frame
= More Details >
"% General
! cancel  Enter Passcode Done
& icloud
@ Mail, Contacts, Enter your passcode
£ witter cessesed
M FaceTime
4 satari
() Messages
2 Music
2 video
1 2 3 4 5 6 7 8 9 0 a
= / & ( ) £ & Il @ return
= undo s ? 1 13 2 H#e=
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9) Repeat the process to remove the Trust Profile for University of Manchester. l.e. Tap on the
Trust Profile for University of Manchester Profile and select Remove.

Settings Profiles Settings ﬁ Profile
Airplane Mode (| OFF Aitplane Mode (| OFF |
& wiri Not Connected Trust Profile for University of Manchester> & wiFi Not Connected P U A e ek
@ Notifications @ Notifications REJ Not Verified
a Location Services On a Location Services On Description ggﬂf’::n;::nz rlms[
& Brightness & Wallpaper K Brightness & Wallpaper S0 R LT
——— - o
- ,
& icloud & icloud
I} Mail, Contacts, Calendars Mail, Contacts, Calendars
a Twitter ﬁ Twitter
@\)J FaceTime @ FaceTime
b4 satari 74 satari
a Messages a Messages
& Music Music
3 video 3 video
% Photos 8. Photos
(<) store [ store
e —

10) Select Remove on the pop-up box and enter your passcode when requested. Select Done to
proceed. The profile will then be removed.

Settings “Protiles Profile
Airplane Mode [ OFF
Trust Profile for University of...
& wiFi Not Connected X
&) notifications BEE oo
a Location Services on Description Configures your device 10 trust
the Profile Manager server.
v Signed mdm.mhs.man.ac.uk Code
§d Brightness & Wallpaper Signing Cortiiosts
Recelved 30Oct 2012
Picture Frame o
Contains Ceriicate

More Details >
cancel  Enter Passcode Done

& icloud

R Profil
lemove Profile a e

Enter your passcode
ch

sssscces]

—_—
Cancel Remove
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B. IPad Re-configuration

The following 2 files must be installed on the iPad, and in the following order:
i)  UoM Trust Profile.mobileconfig
ii) MHS_Enrol.mobileconfig file.

IMPORTANT: Ensure you have an active wireless internet connection on your iPad.

11) Open up the Safari web browser on your iPad that’s pointing to the following URL:
https://mdm.mhs.man.ac.uk/~ugstudent/.

Hold down on the UoM Trust.mobileconfig link (for a second) to view the menu and select
the Open in New Tab option.

P M g ( mdm.mhs.man.ac.uk/~ugstudent/ ¢ 1(
1 X Index of /~ugstudent 8 |+
Index of /~ugstudent
& Parent Directory
[2) MHS-Enrol. mobile
% Manual Cert Reney

[Z UoM Trust. mobg open in New Tab

Apache/2.2.22 (Unix) 0 ,
' Add to Reading List

an.ac.uk Port 443
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12) Select Install on the Install Profile screen and Install again on the Warning screen.

Install Profile Warning

Unverified Profile

m Trust Profile for University of Manchester

The authenticity of “Trust Profile for University of
Manchester” cannot be verified. Installing this profile will

g
3 Not Verified m change settings on your iPad.

Description Configures your device 10 trust
the Profile Manager server. Root Certificate

Signed  mam.mhs.man.ac.uk Code
ing Certificate Installing the certificate “University of Manchester” will add it

Recelved 19 Nov 2012 to the list of trusted certificates on your iPad.

Contains Certificate

More Details

13) Enter your passcode when prompted to do so and Select Done. Select Done again. The Trust
profile will now be installed.

Installing Profile Profile Installed

m Trust Profile for University of Manchester

¢ 95

Description Configures your device to frust
the Profile Manager server.

@ Verified

Signed mdm.mhs.man.ac.uk Code
Signing Certificate
Enter your passcode Recelved 19 Nov 2012
Contains Certficate
sessccee

More Details
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14) Repeat the process to install the MHS_Enrol.mobileconfig profile. Hold down on MHS-
Enrol.mobileconfig (for a second) to view the menu and select the Open in New Tab option.

P M L g !'mdmAmhs.man.ac.uk/~ugstudcnt/ Oﬂ‘if )

i — o inn s [

Index of /~ugst .

’ S-E obilec ]

a Parent Directory y -

[ MHS-Enrolmobileconfig Open in New Tab
[% Manual Cert Renewal pdf 19=

[z UoM Trust.mobileconfig 25 Add to Reading List

Apache/2.2.22 (Unix) mod_ssl/2.2]

| T

Name

15) Select the Install option. Then select Install Now when prompted.

Cancel Install Profile

o Auto-Join Devices Enroliment [ERTVER Auto-Join Devices Enroliment
8@ University of Mancheste

2 University of Manchester
fon Enrolls your devices with the
management server.

© Veritied M oveitea

Signed  mdm.mhs.man.ac.uk Code
si

Received 19 Nov 2012

Contains Device enrollment chalienge

More Details R——————
Cancel Install Now  §
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16) Enter your passcode when prompted to do so and select Done. Select the Install option on
the Warning screen.

Installing Profile

Warning

Mobil ice M t
Auto-Join Devices Enroliment oblle Devics BansgumIaT

Installing this profile will allow the administrator at

man.ac.
connect” to remotely manage your iPad.

The administrator may collect personal data, add/remove
accounts and restrictions, list, install, and manage apps, and
remotely erase data on your iPad.

Enter your passcode

esvosees)

17) Select Done again. The profile will now be installed. A third profile (for your sector) will be
installed automatically.

Settings @ Profiles

Airplane Mode j OFF

E Wi-Fi eduroam Trust Profile for University of Manchester>
w e \ s Remote Management >
(&) Notifications R

{4 Location Services on Settings for MMS-G201PRE .
m ‘Rhemote Man‘age‘mem H Brightness & Wallpaper
g ﬁl Picture Frame

© Verified
General
Description Allows the server to manage
your device.

Signed mdm.mhs.man.ac.uk Code Q iCloud
Signing Certficate —
Recelved 19 Nov 2012 |} Mail, Contacts, Calendars

- 5 o
More Details |@. FaceTime
74 safari
a Messages
& Music

#22 video

Profile Installed

2. Photos
e

Notes

| store

Your device has now been successfully re-configured and is now manageable again.
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