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Why do we need an Information Asset Register?
An Information Asset Register (IAR) is a catalogue of the information we hold and process, where it is stored, how it moves and who we share it with. We need to know what the data is, to assign a classification and protection reflecting this.
University teaching, research and administrative activities rely on different kinds of information asset such as software, applications, websites, databases, datasets, information / research in the data warehouse / data management storage, downloads or extracts from University core systems (eg Campus Solutions), shared drive content, documents, research projects, spreadsheets, dissertations, videos, audio recordings, paper records etc.
Adopting a risk-based approach, we need to ensure that appropriate technical and organisational measures are in place to protect our most important information from threats and vulnerabilities, and an IAR is a fundamental step towards providing this assurance.   Our most important information assets are those where a breach in the confidentiality, or a loss of integrity or availability of the information would have significant impact on our operations or reputation.  
A robust framework of coherent, effective, consistent and cost justified security measures to protect our information assets will support the University’s strategic aim of “Quality processes with customer focus, effective, agile, lean and fit for purpose and will provide assurance that we are meeting our legal and statutory obligations”. 
The legal point:
The current Data Protection Act imposes responsibilities on the University as data controller to protect the person identifying information (PII) we process, and a data breach can result in fines up to £500,000.  
The General Data Protection Regulation (GDPR) is the new data protection regime the UK, which we will adopt (regardless of the status of the EU Membership of the UK following the Brexit referendum) and whilst there are many similarities with the Data Protection Act, a big change is that the fines can be imposed where a data controller does not need to have committed a data breach, as evidence of noncompliance will suffice. Record management and retention are particularly targeted. The maximum fines are also considerably higher, up to €20 million.
More training will be available on GDPR when relevant.
Cataloguing your information: the process
You will be provided with a template spreadsheet, this guidance and contact details of your designated Information Governance Officer. Each Information Governance Guardian will be required to disseminate these documents to identified information asset owners / data custodians within their schools / support offices. Once the information has been gathered, please consolidate the spreadsheets and send the summarised spreadsheet to informationsecurity@manchester.ac.uk.

Once we have received your collated responses, we will analyse them and may request that the information asset owner undertake a risk assessment of a particular information asset if high risks are indicated.  We may make recommendations to improve the management and security of the information with a reasonable and proportionate approach to mitigate risks.
The IAR will give us an institution-wide view and will enable us to help you, spot trends, and develop wider continuous improvements to build on a sound foundation. 
Please note that you will be asked to confirm that your IAR is complete and up to date through the annual compliance letter.  This is not just a survey, this is information management and will be ongoing with annual reviews, however a strong implementation will make the work of the reviews very light.  
What do we need to record?
 The Information Governance Office only requires assets to be included where the confidentiality classification is “Highly Restricted” or the integrity and availability classifications are “Critical”. 
The link to the SOP that will help you to decide the classification of your assets is shown below, and please see the appendix which is a useful summary, especially for information in transit. If you are unsure how to classify your assets, you can discuss it with your Information Governance Guardian or Officer.
Information security classification and secure information handling SOP

We have piloted this process and we found that it has been a useful exercise and some offices have chosen to keep a full asset register, which includes other assets with lower classifications. They were able for example to review access controls (they realised some access had not been removed when employees moved on) or they asked themselves if there was a need / purpose to keep some assets (especially paper) for as long as they have. Copies of information available elsewhere were also identified and found to be inaccurate or not relevant given the time lapsed, it was still recorded but with an action to arrange for secure destruction.
During 2016 Guardians completed a survey in order to capture the sensitive personal data we store and / or when person identifying information (PII) is transferred. The spreadsheets which were completed,  provide a useful starting point for locating your information assets, as sensitive personal data is an example of information which is classified as Highly Restricted.
However, sensitive personal data is just one example of data where confidentiality is important.
Commercially sensitive data is another category: You may be involved in procurement tenders, where do you keep this information / who do you share it with? Commercially sensitive data may be concerning the running of the University: you should consider what you would not release under a Freedom of Information request or would potentially be detrimental to the reputation of the University if it was. What about restructure planning? Could this be distressing information / assumptions for the staff, if it was shared inappropriately? You may also think about your risk registers, what kind of information do they contain, would the University be put in a vulnerable situation is they were leaked?
Research, Intelligence Property, Contracts all have reasons to be treated confidentially but also have an element of criticality when it comes to their integrity. We do not have a central database for contracts, specifically contracts that you manage locally (this could be just one person). You will need to think resilience and business continuity; the Information Asset Register will prompt you to think about those research, documents / datasets for example if an asset is on someone’s P: drive, what would happen when the person leave, will it be available to anybody else?
You should also consider what systems and the information they contain is valuable to your division / school in terms of timeliness. Do you have some information that if lost would be disruptive to your teams? Oracle Financials is essential to the Finance Directorate, what is essential for you? Do you own your applications / webportal / websites? Think of a downtime of 4 hours, 8 hours, 3 days and the repercussions, in terms of operational disruption.
Contact Details

	Role
	Name
	Email
	Phone number

	Information Governance Officer
	Laurence King
	Laurence.king@manchester.ac.uk
	62104

	IGG for faculty functions
	Richard Seeley
	richard.seeley@manchester.ac.uk

	63399

	IGG for School of Environment, Education and Development
	Rosie Williams
Lynda Rowlinson

	Rosie.williams@manchester.ac.uk 
lynda.rowlinson@manchester.ac.uk

	
55507

	IGG for School of Arts, Languages and Cultures
	Osen Kilic-Yildirim
	osen.yildirim@manchester.ac.uk

	58968

	IGG for School of Law
	Emma Rose
	emma.rose@manchester.ac.uk

	57555

	IGG for School of MBS & MBS Worldwide
	Michelle Kippling
	michelle.kipling@manchester.ac.uk

	56546

	IGG for School of Social Sciences
	Alison Wilson
	Alison.Wilson@manchester.ac.uk

	54749
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